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Abstract — Matroidal networks were introduced by Dougherty 
et al. and have been well studied in the recent past. It was shown 
that a network has a scalar linear network coding solution if and 
only if it is matroidal associated with a representable matroid. 
A particularly interesting feature of this development is the 
ability to construct (scalar and vector) linearly solvable networks 
using certain classes of matroids. The current work attempts 
to establish a connection between matroid theory and network- 
error correcting codes. In a similar vein to the theory connecting 
matroids and network coding, we abstract the essential aspects 
of network-error correcting codes to arrive at the definition of 
a matroidal error correcting network. An acyclic network (with 
arbitrary sink demands) is then shown to possess a scalar linear 
error correcting network code if and only if it is a matroidal 
error correcting network associated with a representable matroid. 
Therefore, constructing such network-error correcting codes 
implies the construction of certain representable matroids that 
satisfy some special conditions, and vice versa. We then present 
algorithms which enable the construction of scalar linearly 
solvable multicast and multiple-unicast networks with a specified 
capability of network-error correction. Using these construction 
algorithms, a large class of hitherto unknown scalar linearly 
solvable networks with multicast and multiple-unicast network- 
error correcting codes is made available for theoretical use and 
practical implementation, with parameters such as number of 
information symbols, number of sinks, number of network coding 
nodes, error correcting capability, etc. being arbitrary but for 
computing power (for the execution of the algorithms). 



I. Introduction 

Network coding, introduced in (TJ, is a technique to increase 
the rate of information transmission through a network by 
coding different information flows present in the network. One 
of the chief problems in network coding is to find whether 
a given network with a set of sources and sink demands is 
solvable using a scalar linear network code. Much work has 
been done on the existence and construction of scalar linear 
network coding techniques in several papers including |2]-j4|. 

Matroids are discrete objects which abstract the notions 
of linear dependence among vectors. They arise naturally in 
several discrete structures including graphs and matrices. The 
relationship between network coding and matroid theory was 
first introduced in |5J. The authors of (]5) showed that the scalar 
linear solvability of a network with a given set of demands was 
related to the existence of a representable matroid (matroids 
which arise from matrices over fields) satisfying certain prop- 
erties. This connection was further developed and strengthened 
in |6)-|9j. Using the techniques of |5|-[7|, it is known that 
several network instances which are scalar (or vector) linearly 
solvable can be constructed using representable matroids and 
their generalisations. 



Network-error correcting codes were introduced in (JTOj as 
special kinds of network codes which could correct errors 
that occurred in the edges of the network. Together with the 



subsequent works |11|-|13|, the bounds and constructions 
similar to classical block coding techniques were carried 
over to the context of network-error correction. As network- 
error correcting codes are essentially special kinds of network 
codes, the issues of network coding especially with respect to 
existence and construction have their equivalent counterparts 
in network-error correction. 

In the current work, we present the connection between 
matroids and network-error correcting codes, with a focus on 
networks which have scalar linear network-error correcting 
codes. The results of this work may be considered as the 
network-error correction counterparts of some of the results 
of (5J> ©■ The chief contributions of our work are as follows. 

• We define the notion of a matroidal error correcting 
network associated with a particular matroid. Using this 
definition, we show that a network has a scalar linear 
network-error correcting code if and only if there exists 
a representable matroid M. such that the given network 
is a matroidal error correcting network associated with 
A4. Therefore, networks with scalar network-error cor- 
recting codes are shown to be analogous to representable 
matroids satisfying a certain set of properties. 

• We give algorithms which construct multicast and 
multiple-unicast matroidal error correcting networks. If 
the matroids associated with such networks are rep- 
resentable over finite fields, then these networks are 
obtained along with their corresponding scalar linear 
network-error correcting codes. Therefore, our results 
generate a large class of hitherto unknown networks 
which have scalar linear network-error correcting codes, 
a few of which are shown in this paper. 

Notations: The following notations will be followed 
throughout the paper. A finite field is denoted by the symbol 
F. For some positive integer fc, the identity matrix of size k 
over F is denoted by Ik- The rank of a matrix A over F is 
denoted by rk(A), and its transpose is denoted by A T . The 
space spanned by the columns of a matrix A over F is denoted 
by cols(A). The support set of a vector x and its Hamming 
weight are denoted by supp(x) and wh{x) respectively. The 
symbol represents an all zero vector or matrix of appropriate 
size indicated explicitly or known according to the context. For 
some matrix A, we denote by A 1 the I th column of A, and 
for a subset C of the column indices of A, we denote by A c 
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the submatrix of A with columns indexed by C. Likewise, we 
denote by Aj the j th row of A 1 and by Aj the submatrix of 
A with rows given by the subset J of the row indices. 

II. Network-Error Correcting Codes 

As in |3), flO) , we model the directed acyclic network as a 
directed acyclic multigraph (one with parallel edges) Q(V,£) 
where V is the set of vertices of Q representing the nodes in the 
network and £ is the set of edges representing the links in the 
network. An ancestral ordering is assumed on £ as the network 
is acyclic. Each edge is assumed to carry at most one finite 
field symbol at any given time instant. A non-empty subset 
S C V, called the set of sources, generates the information 
that is meant for the sinks in the network, represented by 
another non-empty subset T C V. Each sink demands a 
particular subset of the information symbols generated by the 
sources. Any node in the network can be a source and a 
sink simultaneously, however not generating and demanding 
the same information. Let n Si be the number of information 
symbols (from some finite field F) generated at source s,. Let 
fj, = |l, 2, X)i='i n si = n } denote the ordered index set 
of messages (each corresponding to a particular information 
symbol) generated at all the sources. For each edge e E £, 
we denote by tail(e) the node from which e is outgoing, and 
by head(e) the node to which e is incoming. Also, for each 
node v E V, let In(v) denote the union of the messages (a 
subset of /i) generated by v and the set of incoming edges 
at v. Similarly, let Out(v) denote the union of the subset 
of messages demanded by v and the set of outgoing edges 
from v. Further, for any e E £, we denote by In(e) the set 
In(tail(e)). 

A network code on (J is a collection of functions, one 
associated with each node of the network, which maps the 
incoming symbols at that node to its outgoing symbols. When 
these functions are scalar linear, the network code is said to 
be a scalar linear network code. To be precise, a scalar linear 
network code is an assignment to the following matrices. 

• A matrix A s . of size n s . x\£\, for each source s, E S,i — 

1, 2, , |«S j , denoting the linear combinations taken by 

the sources mapping information symbols to the network, 
with non-zero entries (from F) only in those columns 
which index the outgoing edges from Si. 

• A matrix K of size \£\ x \£\ which indicates the linear 
combinations taken by the nodes in the network to map 
incoming symbols to outgoing symbols. For i < j, 
the element of K, Ki j, is an element from F 
representing the network coding coefficient between edge 
ei and ej. Naturally Kij can be non-zero only if ej is 
at the downstream of e^. 

Also, to each sink t E T, we associate a matrix B t of size 
\£ | x n t , where n t is the number of incoming edges at t. 
Corresponding to the n t rows that index these incoming edges, 
we fix the n t x n t submatrix of B t as an identity submatrix. 
The other entries of B t are fixed as zeroes. 

For i = 1, 2, |«S|, let x Si E F" s ; be the row vector 
representing the information symbols at source Si. Let F = 



(7| £ | - K) and A Sz FB t = F Sut . Let A be the n x \£\ 
row-wise concatenated matrix 

/ A S1 \ 

A S2 

(1) 

V -Vi / 

The columns of AF are known as the global encoding vectors 
corresponding to the edges of the network, indicating the 
particular linear combinations of the information symbols 
which flow in the edges. We assume that no edge is assigned 
an all zero global encoding vector, for then it can simply 
be removed from the network and a smaller graph can be 
assumed. The global encoding vector corresponding to the n 
messages are fixed to be the n standard basis vectors over 
F, the concerned field. A network code can also be specified 
completely by specifying global encoding vectors for all edges 
in the network, provided that they are valid assignments, 
i.e., global encoding vectors of outgoing edges are linear 
combinations of those of the incoming edges. 

Let x = (x Sl x S2 ... aJ S | S |) be the vector of all infor- 
mation symbols. Let T>t Q /i denote the set of demands at 
sink t, and let x ST>t denote the subvector of the super-vector 
x corresponding to the information symbols indexed by T> t . 

An edge is said to be in error if its input symbol (from 
tail(e)) and output symbol (to head(e)), both from F, are 
not the same. We call this as a network-error. We model the 
network-error as an additive error from F. A network-error 
vector is a \£ \ length row vector over F, whose components 
indicate the additive errors on the corresponding edges. The 
case of multicast network-error correction, where a single 
source multicasts all its symbols to all sinks in the presence of 
errors, has been discussed in several papers (see for example, 
1 10 1, fl3) ) all being equivalent in some sense. Network-error 
correction was extended to case of non-multicast in ]14| . Here, 
we briefly review the results for network-error correcting codes 
in the case of arbitrary number of sources and sinks with 
arbitrary demands. 

Let z be the network-error vector corresponding to a par- 
ticular instance of communication in the network. Let Fs,t be 
the matrix AFB t . Let FB t = Ft- Then a sink t receives the 
n t length vector 



Vt 



XF; 



s,t 



zF, 



A network code which enables every sink to successfully 
recover the desired information symbols in the presence of any 
network-errors in any set of edges of cardinality at most a is 
said to be a a network-error correcting code. It is not difficult 
to see that a scalar linear network code is a scalar linear 
a network-error correcting code if and only if the following 
condition holds at each sink t E T ■ 

yt = xF s ,t + zF t ^OE¥ n \ 

V x ST>t ^OE F |CDtl , Vzejze F |£| : w H {z) < 2a} . 

(2) 

The proof that (|2]) indeed implies a a network-error correcting 
code is obvious and follows from the fact that we can always 
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demonstrate a pair of information vectors x and x' with 
x ST>t 7^ x' and a corresponding pair of error vectors z 
and z' with wh(z) < a and wh(z') < a such that the 
corresponding outputs y t and y' t are equal, if and only if the 
sink t is not able to distinguish between a; s _ and x' in 
the presence of errors. 

The error pattern corresponding to a network-error vector 
z is defined as its support set supp(z) C £. Let F supp ^ tt 
denote the submatrix of Ft consisting of those rows of Ft 
which are indexed by supp(z). The condition (|2| can then be 
rewritten as 



*s,t 



yt = (x z) 

V zE ¥ 2a , V supp(z) E {Z 6 £ : \Z\ = 2a} . (3) 



- r sixpp(js),t ' 



For the special case of a single-source multicast, the condi- 
tion |3} becomes 



yt = (x z) 



- supp(z) ,t 



Vze F 2q , V supp(» e {z e £ : \Z\ = 2a} , (4) 

which is known from | [T0| , (TTJ, P"3) . Some of these papers 
also discuss the case of unequal error correcting capabilities at 
different sinks, but in our paper we only consider a network- 
error correction at all sinks uniformly. The extension to the 
unequal error capabilities is natural and therefore omitted. 

For the multiple-unicast case, where each source has only 
one symbol to unicast to some sink and each sink has only one 
information symbol to receive from some source, the condition 
Q becomes 

/ \s\ \ 
yt =x ST , t F s „ t , t + J2 x ^ F Si,t + zF t \ + 0, 



V x. 



, t ^ E F, V z E \z e F |f 1 : w H {z) < 2a| . 



(5) 



where the first term above represents the signal part of the 
received vector and the second term denotes the interference 
plus noise part. Note that x ST , t denotes the demanded infor- 
mation symbol at sink t, while x s . denotes the information 
symbol generated at source Sj. 



• /x> t ^ colt 



F s ,t 

■* supp(z) ,t 



Therefore a given network code is a network-error correcting 
if and only if the above condition holds for all supp(z) E 
{Z e £ : \Z\ = 2a} at all sinks t E T. 

Proof: We first prove the If part. Since Ix> t is in the sub- 
space cols ' ^ SJ 



supp{z) ,t 



we must have for some matrix 



X of size n t x YDth 



?s,t 



supp(z),t 



X = L 



Now suppose for some (x z) with x ST> ^ and some z e 
F 2a we have 



{x z) 



~*s,t 



0. 



- supp(z) ,t 

Multiplying both sides by X, we then have x SlDt = 0, a 
contradiction. This proves the If part. 

Now we prove the only if part. Let Fs,t,T> t denote the 
submatrix of F§ t consisting of the \T> t \ rows corresponding 
to the symbols demanded by t. Let F s t ^ denote the 
submatrix of Fs,t with rows other than those in Fs,t,T> t ■ Then 
because (|6]l holds, we must have 



Fs,t 

* supp(z),t 



= rk{F Syt ,T >t )+rk[ 



supp(z),t 



\V f \+rk[ 



supp(z) ,£ 

where rk(A) denotes the rank of matrix A. Let the concate- 
nated matrix 

Fs,t 



■ supp(z) ,t 



be denoted by Y. Again, it is easy to see that 
rk(Y) 



• supp(z),t 



= \T>t\+rk[ * S >1-V t =rk 



F s ,t 

r supp(z),t J \ J ^siipp(z),t 

This proves the only if part. Together with (BJ, the lemma is 
proved. ■ 



A. A technical lemma 

We now present a small technical lemma, which will be 
used in Section |IV] The result of the lemma can be inferred 
from the results of [jl4j, but we give it here for the sake of 
completeness. 

Lemma 1: Let Iu t denote the (n + 2a) x \T> t \ matrix 
with a \T> t \ x \T> t \ identity submatrix in \T> t \ of the first 
n rows corresponding to the demands T>t at sink t, and 
with all other elements being zero. For some supp(z) E 
{Z E £ : \Z\ = 2a} , the condition 



(x z) 



F s ,t 

* supp(z),t 



? 0, Vx s „ t ^0,VzE ¥ 2a (6) 



holds if and only if the following condition holds. 



III. Matroids 

In this section, we provide some basic definitions and results 
from matroid theory that will be used throughout this paper. 
For more details, the reader is referred to (15). 

Definition 1: Let E be a finite set. A matroid A4 on E is an 
ordered pair (E,l), where the set 1, is a collection of subsets 
of E satisfying the following three conditions 

1) <j)El. 

2) If X £ X and X 1 C X, then X 1 E 1. 

3) If X\ and X2 are in 1 and \Xi\ < IX2I, then there is an 
element e of X 2 — Xi such that Xi U e E I. 

The set E is called the ground set of the matroid and is also 
referred to as E(A4). The members of set I (also referred to 
as I(ftA)) are called the independent sets of AL A maximal 
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independent subset of E is called a basis of Ai, and the set 
of all bases of M is denoted by B(M). The set X(AA) is 
then obtained as X(M) = {X C B : B £ B(M)} . A subset 
of E which is not in X is called a dependent set. A minimal 
dependent set of E (any of whose proper subsets is in X) is 
called a circuit and the set of circuits of E is denoted by C 
or C(.M). With each matroid, we associate a rank function, 
whose domain is the power set 2 E and codomain is the set of 
non-negative integers. The rank of any X C E in Ai, denoted 
by rjn (X), is defined as the maximum cardinality of a subset 
of X that is a member of X(M). We denote r M (E(M)) = 
r(M). 

The set of circuits of a matroid Ai satisfy the property that 
if C%, C% £ C(Ai), and e £ C\DC2, then there exists a circuit 
C3 C (Ci U C2) - e. This is known as the circuit-elimination 
axiom. 

Besides using the independent sets, a matroid on E can 
defined by several other ways, including by specifying the set 
of circuits or the set of bases, the details of which are found 
in (15). 

Definition 2: Two matroids Ai\ and Aii are said to be 
isomorphic, denoted as A^i=A^2, if there is a bijection <p 
from E{Mi) to E(M 2 ) such that, for all X C E(Mi), 
(p(X) is independent in Ai 2 if and only if X is independent 
in Mi. 

Definition 3: The vector matroid associated with a matrix 
A over some field F, denoted by A1[j4], is defined as the 
ordered pair (E,X) where E consists of the set of column 
labels of A, and X consists of all the subsets of E which index 
columns that are linearly independent over F. An arbitrary 
matroid Ai is said to be W-representable if it is isomorphic 
to a vector matroid associated with some matrix A over some 
field F. The matrix A is then said to be a representation of 
Ai. The rank function of a representable matroid Ai, given by 
r_M (X), X C E is therefore equal to the rank of the submatrix 
of columns corresponding to X in the matrix A to which the 
matroid is associated. 

Example 1: Let ^~^q^q|^ with elements 

from F 2 . Then the matroid M[A] over the set E = {1, 2, 3,4} 
of column indices of A is defined by 

X(M) = {{1} ! {2},{4},{1,2} ! {1 ! 4},{2,4}}. 

Definition 4: Let E = {1,2, ...,m} for some positive 
integer m. For some non-negative integer k < m, let 
X = {I C E : \I\ < k} . The set X satisfies the axioms of 
independent sets of a matroid on E, referred to as the uniform 
matroid Uk, m - 

Lemma 2 ( p5\): Let Ai = Ai[A], A being some matrix 
over some field F. The matroid Ai remains unchanged if any 
of the following operations are performed on A 

• Interchange two rows. 

• Multiply a row by a non-zero member of F. 

• Replace a row by the sum of that row and another. 

• Adjoin or delete a zero row. 

• Multiply a column by a non-zero member of F. 

By the row operations of Lemma [2] it is clear that any F- 
representable matroid can be expressed as the vector matroid 



of a matrix of the form (L 



r(M) 



A 



r(M)x(\E(M)\-r(M))) 



with elements from F. 

Definition 5: Let Ai be the matroid (E,X) and suppose 
that X C E. Let X\X = {I C X : I £ 1} . Then the ordered 
pair (X,X\X) is a matroid and is called the restriction of Ai 
to X or the deletion of E — X from Ai. It is denoted as M\X 
or M\{E — X). It follows that the circuits of M\X are given 
by C(M\X) = {C C X : C £ C{M)} . 

The restriction of a F-representable matroid is also F- 
representable. The restriction of a vector matroid to 
a subset T of the column indices of A is also obtained as the 
vector matroid of a matrix A' where A' is obtained from A 
by considering only those columns of A indexed by T. 

Example 2: Let Ai = Ai [A] be the matroid from Example 
[T] Let T = {1,2,3} C E(M). The matroid M\T is given 
by X{M\T) = {{1},{2},{1,2}} = X(Ai[A'}), where A' 
'10 0' 

10 

Definition 6: Let M be a matroid and B*(Ai) be 
{E{M) -B : B £ B(M)}. Then the set B*{M) forms the 
set of bases of a matroid on E(Ai), defined as the dual 
matroid of Ai, denoted as Ai* . Clearly (M*)* = Ai. 

Example 3: The dual matroid of A4[A] is given by the 
vector matroid A^[A'] corresponding to the matrix A' = 
' 1 \ 

1 1 1 J " 

Definition 7: Let M. be a matroid on E and T C E. The 
contraction of T from Ai, denoted as M./T, is given by the 
matroid (M*\T)* with E - T as its ground set. The set of 
independent sets of M./T is as follows. 

X{M/T) = {I C E-T : IU B T £ X{M)} (7) 

where Bj- is some basis of A4\T. The set of circuits 
of M./T consists of the minimal non-empty members of 
{C -T :C £C{M)} . 

The contraction of a F-representable matroid is also F- 
representable. Let be the vector matroid associated with 

a matrix A over F. Let e be a non-zero column of A. Suppose 
using the elementary row operations listed in Lemma [2] we 
transform A to obtain a matrix A' which has a single non- 
zero entry in column e. Let A' / {e} denote the matrix which 
is obtained by deleting the row and column containing the 
only non-zero entry of e. Then .M[A]/{e} = Al[A'/{e}]. 

Example 4: Let M. = A4 [A] be the matroid from Example 
[T] We want to find A4[j4]/ {4} . First, using row operations on 

A U U A, ( 1 1 A 

A, we obtain the matrix A = I ^ ^ „ 0/ matrix 

A' I {4} is then (1 1 0). It can then be easily verified that 
M[A]/{4} = M[A>/{4}]. 

Definition 8: Let M. be a matroid on E and X be a subset 
of E. The closure of X is then defined to be the set clj^ (X) = 
{x £ E : r M (XUx) = r M {X)} . If X = cl M (X), then X 
is said to be a flat of M. A flat H such that tm{H) = 
r(A4) — 1 is called a hyperplane of A4. Moreover, X C E is 
a hyperplane of A4 if and only if E — X is a circuit of A4*. 

Example 5: Consider the matroid Ai [A] of Example [T] Let 
X = {!}, then cl M (X) = {1,3}. 

Definition 9: Let Af be a matroid on E. If for some e £ E, 
{e, /} £ C(Af) for some f £ E, then the matroid Af is said 
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to be a parallel extension of AA = Af\e, and is denoted by 
AA +y e. In a parallel extension Af of AA, clearly rj\f(X) = 
r M (X) for all X C and r(7V) = r(M). Also, a 

parallel extension A/"* of AA* is said to be a series extension 
of , in which case AA = Af /e and A/" is denoted by AA +j e. 

Definition 10: If a matroid AA is obtained from a matroid 
Af by deleting a non-empty subset T of E(Af), then A/" is 
called an extension of AL In particular, if \T\ = 1, then Af is 
said to be a single-element extension of A4. 

Definition 11: Let /C be a set of flats of A4 satisfying the 
following conditions. 

• If F G K and F' is a flat of AA containing F, then 
F' G K. 

• If Fi,_F 2 G /C are such that rjw(-Fi) + r M (F 2 ) = 
r^(Fi U F 2 ) + rvwOFi n F a ), then F 1 nF 2 e K. 

Any set /C of flats of AA which satisfy the above conditions is 
called a modular cut of AA . There is a one-one correspondence 
between the set of all modular cuts of a matroid and the set 
of all single-element extensions of a matroid. We denote the 
single-element extension Af corresponding to the modular cut 
JC as AA + K e, where e is the new element that is added. Also, 
the set JC consists precisely of those flats of AA such that for 
each F <E JC, we have rjs/{F U e) = rj^{F). 

IV. Matroidal Error Correcting Networks 

In this section, we define matroidal error correcting net- 
works which establish the link between matroids and network- 
error correcting codes. The contents of this section are logical 
extensions of the concept of the matroidal networks defined in 
|5| which gave the connection between matroids and network 
codes. 

Definition 12 ( [5]): Let Q(V,£) be a network with a mes- 
sage set p. Let AA — (E,I) be a matroid. The network Q 
is said to be a matroidal network associated with AA if there 
exists a function / : /i U £ — > E such that the following 
conditions are satisfied. 

1) / is one-one on /j,. 

2) f(fi) = U m6/1 /(ro) G I. 

3) r M (f(In(v))) = r M (f(In(v)UOut(v))), for every v G 
V. 

Suppose AA is a representable matroid. Then the first two 



conditions of Definition 12 can be interpreted as associating 



independent global encoding vectors with the information 
symbols. The last condition will then ensure that flow conser- 
vation holds throughout the network, and also that the sinks 
are able to decode the demanded information symbols. Thus 



Definition 12 can be looked at as the matroidal generalization 
of a scalar linear network code, which is confirmed by the 
following theorem proved in parts in [5 1 and [6|. 

Theorem 1: A network Q is matroidal in association with 
a representable matroid if and only if it has a scalar linear 
network coding solution. 

We now introduce matroidal error correcting networks by 
extending the definition of matroidal networks of |5) for the 
case of networks where errors occur. 

Definition 13: Let Q(V,£) be an acyclic network with a 
collection of sources S with message set /x (with n elements) 



and sinks T, and a given topological order on £. Let a < 
\£\ be a non-negative integer, and ^ = {F C £ : \F\ = 2a} 
be the collection of error patterns of size 2a. Let AA be a 
matroid over a ground set E with n + 2|£| elements, and with 
r(AA) = n + \£\. The network Q is said to be a matroidal a 
error correcting network associated with AA, if there exists a 
function / : [iLi£ — > E(AA) such that the following conditions 
are satisfied. 

(A) / is one-one on fj,, and f(fi) G I(AA). 

(B) For some basis B of AA obtained by extending /(/i) 
(where B — /(/i) = {& n +i, 6 n +i£i} is ordered accord- 
ing to the given topological order on £), the following 
conditions should hold for all ej G £, taken in the given 
topological order. 

(Bl) f(e % ) i d M {B-f(p)) 
(B2) r M (/(7n( ei ))U/( ei )) 

= r M (/ (In(ei)) U b n+i ) 

= r M (/ (In(ei))) + r M (b n+1 ) 

= r M (/(/n(ei))) + l. 

(C) For each error pattern F = {e^, e,- 2 , ei 2a } G let 
B T = B - f(fi) - {b n+n ,b n+i2 , ...,b n+i2a } . Let AAr 
be the n + 2a + \£\ element matroid AA/By. Let 

: M U£ -> E{M?) 

be a function such that 

fr(a) = f(a), Vae M U£. 

Then, at every sink t G T, for each J 7 G we must have 

r MF {fr (In e (t)) U f T (p t )) = r M ^ (j> (In £ (t))) , 

where Ins(t) C In{t) denotes the set of incoming edges 
at sink t and T> t is the set of demands at t. 

Remark 1: As with Definition [T2j Definition [13] can be 
viewed as the matroidal abstraction of a scalar linear network- 
error correcting code (Theorem [2] will present the formal state- 
ment and proof of this abstraction). If AA is a representable 



matroid, then as in Definition 12 Condition (A) is equivalent 
to saying that the global encoding vectors corresponding to 
the information symbols are linearly independent. Condition 
(Bl) is equivalent to saying that the symbol flowing on 
any edge in the network is a non-zero linear combination 
of the information symbols, added with a (not necessarily 
non-zero) linear combination of the network-errors in the 
network. Condition (B2) is equivalent to a modified flow 
conservation condition in networks with errors, implying that 
the symbol flowing through any edge e in the network is a 
linear combination of the incoming symbols at In(e) and the 
network-error in that particular edge. Condition (C) ensures 
that the sinks can decode their demands. 

Remark 2: In Condition (C) of Definition [13] the condition 
fr(a) = f(a) for all a G [A-i£ demands that all /(a), a E [AJ£ 
exist in E(AAjr) in the first place. However, their existence 
is ensured by Condition (Bl). To see this, first we note that 
f(fi) C E(AAjr) because these elements are in B and are 
not contracted out of AA. Now consider the set /(e) U (B — 
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/(/i)) for any e € £, which is independent in M. because of 
Condition (Bl). By |7} in the definition of the contraction of 
a matroid, we have that /(e) exists and is also not dependent 
in Mr- 



Remark 3: Although Definition 12 and Definition 13 (in 
the case of no network-errors) do not immediately appear 
to agree, it can be shown that a network is a matroidal 
network associated with some matroid Ai, if and only if it is 
a matroidal error correcting network with a = 0, with respect 
to another matroid derived using extensions of M.. This can 
be inferred easily from the remainder of this paper, therefore 
we leave it to the reader. 

We now present the main result of this paper which is the 
counterpart of the results from |5|, [6| which relate networks 
with scalar linearly solvable network codes to representable 
matroids. 

Theorem 2: Let Q(V,£) be an acyclic communication net- 
work with sources S and sinks T. The network Q is a 
matroidal a error correcting network associated with a F- 
representable matroid if and only if it has a scalar linear 
network-error correcting code over F that can correct any a 
network-errors. 

Proof: If part: Suppose there exists a scalar linear a 
network-error correcting code over F for Q with the matrices 
A s . (i — 1, 2, |6>|), F and B t , t € T, as defined in Section 
[H] according to the given topological ordering on £ . Let A be 
the matrix as in ([TJ. 

( AF \ 

Let X be the row-wise concatenated matrix [ ^ J of 

size (n + \£\) x \£\, and y be the column-wise concatenated 
matrix (/„+|£| X) ■ Also, let M = M\y], the vector 
matroid associated with y, with E(A4) being the set of 
column indices of y. Let / : £ U /i — > E(M) be the function 
defined as follows. 



f(rrii) — i, mi € fi,i = 1,2, ...,n. 

/(ej) = ii + \£\ +i, V e.i e £ in the given ordering. 

We shall now prove that the matroid A4 and function / satisfy 
the conditions of the theorem. Towards this end, first we see 
that Condition (A) holds by definition of function /. 

To see that Condition (Bl) holds, consider the basis B = 
{1,2, ...,n + \£\}, i.e., the first n + \£\ columns of y. Then 
we have that y n +\ £ \+ l ^ cols{y B ~K^), because no edge is 
assigned a zero-global encoding vector, i.e., no column of AF 
is non-zero. Thus Condition (Bl) holds. 

To show Condition (B2), first note that because the given 
set of coding coefficients for the network is a (valid) network 
code, F is such that 



?3 - 



&i G S : 



(8) 



\ tail(ej) — head(ei) J 



where lj is a column vector in F' £ l with all zeros except for 
the j th entry which is 1 e F. Also, implies that 



{AF) 3 = AF 1 
( 



A 



\ 



Ali 



e, ££: 
V tail(ej) — head(ei) J 



E k ^ ( Ar y 

ei e e 



A 3 . (9) 



\ tail(ej) — head(ei) J 

Thus, combining <j8j and (|9j, we have 

X 3 = y n+ \ £ \ + i 

I \ 



E 



+ y fM A 3 + y n+3 



V tail(ej) — head(ei) J 



E K ^y n+l£l ~ 



+ y fM A 3 + y n+3 



a e £ : 

V tail(ej) — head(ei) J 



where y n+ i corresponds to b n+ j e B — f(fi) and the 
non-zero coefficients of A 3 can occur only in those po- 
sitions corresponding to the set of messages generated at 
tail(ej), if any, which is a subset of In(tail(ej)). Moreover, 
y n+ i £ cols \yf( In ( e i))) , because the (n + j) th row of 
-zero because of the topological ordering in 
the acyclic network. Thus y n +\ £ \+i e cols (yf( I Mej))ub n+ ^ 
This proves that Condition (B2) holds. 

Now we prove Condition (C) also holds. Let T = 
{e^, ej 2 , ei 2a } £ J be an arbitrary error pattern. Let 
1(F) = {n + ix,n + %2, n + «2q} be the index set corre- 
sponding to J- '. First we note that by definition, M.jr is the 
vector matroid of the matrix 



Z — ^/( M )UJ(^) — (ln+2a Xj 



(?)) 



where 



X, 



AF 



Now for a sink t e T, 



AF 



But according to Section [n] we have, AF f:F( - Ine{t ^ = F s ,t, 
and = F aupp(z ) )t , where supp(z) = T. By 

Lemma \T\ as the given network code is a network-error 
correcting, we must have 



Ix> t C cols [Z^ {ln£{t)) 



where T>t G /i is the set of demands at t. But then Ix> t = 
ZStk t), xhis proves Condition (C) for sink t. The choice of 
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error pattern and sink being arbitrary, this proves the If part 
of the theorem. 

Only If part: Let A4 be the given F-representable 
matroid, along with the function /, and basis B = 
f(fx)U{b n+1 ,b n+ 2, —,b n+ \ £ \} that satisfy the given set of 
conditions. Let y = (I n +\£\ X) be a representation of Ai 
over F, such that B = {1, 2, n + \£ |} . First we prove the 
following claim. 

Claim: There exists a n x \£\ matrix A, and a \£\ x \£\ 
matrix F of the form F = — K) -1 for some strictly 
upper-triangular matrix K, such that 



X = 



AF 
F 



Proof of claim: 
Consider an edge ej 



e £ . Let /i ta 



(10) 



denote the set 



of messages generated at tail(ej). As Condition (B2) holds, 
yf( e i> is such that 



) 



= E °uy ,le 

tail(ej) — head(ei) 



yfir. 



n+j 



(ID 



Because of the topological ordering, we must have 



y f(ei) = (ci„ 



C'2. 



Cn,j 0-l,j 0,2 t j 



. . of 



As Condition (Bl) holds, we must have at least one Cjj 7^ 
0,i = 1, 2, n and because of Condition (B2), we must have 
a 3 ',j 7^ 0. This structure of ;y/( e j) also implies that y/t 6 .;) ^ 
for any ej £ £. Moreover, we also see that y^( e ^ 
any distinct pair 6,, ej of edges in £. Arranging all 
the yf^h in the given topological order (i.e., with f(ej) — 
n+\£\+ j), we get yf^ = X, and 



where 



X = 

I Cl,l 
C2,l 



L 



x|£| 
|£|x|£| 



J = 



Cl,2 
C2,2 



C l,|£| \ 
C 2 ,|£| 



and Lifixigi is the upper triangular matrix, 

/ ax.i 01,2 • ■ a i,|£| \ 

a 2,|£| 







02,2 




\ 0.0 0| fi |,| fi | J 

By Lemma [2] the matroid A'J does not change if some row 
or some column of y — (I n +s\ X) is multiplied by a non-zero 
element of F. Let y' be the matrix obtained from y by mul- 
tiplying the rows {n + 1, n + 2, n + \£\} by the elements 
|ct^i, a^2i •••) a \£\ |f| j respectively, and then multiplying the 

columns {n + l,n + 2, ...,n+ |f |}by {01,1,02,2, -,a|£|,|£|} 
respectively. The matrix y is then of the form (I n +\£\ X'), 



where X ' = ( T , ^ ] with L' being the upper-triangular 

V L \e\y.\e\ J 
matrix obtained from L, i.e., 



L' 



( 1 




V 



1 








a l,|£| 
a 2,|£|a2~,2 







/ 



As continues to be the vector matroid of y', without loss 
of generality we assume that y — y' , with a u = a 2 ,2 = 

- = = 1- 

Now let H be the n X \£ \ matrix whose columns are 
populated as follows. For all j — 1, 2, \£\, 



W = P 



Y. "' r>' 

tail(ej) — head(ei) 



We shall now show that ,P = HU, V j = 1,2,..., \£\. 
Clearly for any edge ej such that Inief) C /x, (such edges 
exist because of acyclicity of Q), we have J J = HLP , as IJ 
is the basis vector which picks the j th column of H, which 
is equal to J J . We now use induction on j (according to the 
topological order) to show that J J = HIP , V j = l,2,...,|f|. 
Now assume that for some e^-, all £ In(ej) are such that 
J 1 = HI}. By (fl}, we have 

,/(ms) 



J 3 



tail(ej) — head(ei) 



E 



ei S £ : 
tail(ej) — head(ei) 



H 



E a 4J i l + lj 



ei <£ £ : 

^aii(ej) — head(ei) J 



where the second equality above follows from the induction 
assumption and the definition of £P , and lj is a column vector 
of length |£| with all zeros except for the 1 at j th position. 
But from ( pT| again, 



( \ 

E "-• // + 1 

ei G £ : 

ytaiZ(ej) = head(ei) J 



V. 



Thus we have J- 7 = HU . Continuing the induction on j, we 
have that J' J = HU , V j = 1,2,.., \£\. Therefore, we have 
H L \ 

Thus, with A = H, and F = L, we have 



X = 



L 



that X is of the form as in ( 10 1. This proves the claim. 

We finally show that there is a scalar linear a network-error 
correcting code for Q. Let the matrices A Si ,i = 1,2, |5| 
be obtained according to (fill with H = A, and let the network 
coding matrix K = I — L . Then, the columns of the matrix 
HL denote the global encoding vectors of the edges of £ in 
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the given topological order. Clearly this is a valid network 
code for Q, by the structure of the matrices H and L. 

For some arbitrary error pattern, T — {e^, ej 3 , e,- 3 } € 
5, A^jf (as in Condition (C)) is clearly the vector matroid of 
the matrix 

Z = y/(/i)UI(J0 = (4+2q ^/(J r )) ) 

where I(J-) = {n + i\, n + i 2 > n + iaaj is the index set 
corresponding to J 7 , and 



<*7(.T) - 



L 



Now for a sink t € T, 



?fT(Ine(t)) _ yfr(In £ (t)) 



L 



fr(Ine(t)) 



By Condition (C), we have Z^(Vt) c coZ^-Z^ 1 "^*))). 
But we have by the notations of Section [IT] for supp(z) = T 



<S,t 



1(F) 



■ supp(z) ,t • 



■S,t 



supp(z),t 



As the choice of sink 



Thus, Ix> t Q cols 

and error pattern was arbitrary, using Lemma [T] it is seen 
that the network code given by the column vectors of HL 
is a network-error correcting. This completes the proof of the 
theorem. ■ 

V. Constructions of Multicast and 
Multiple-Unicast Error Correcting networks 

By Theorem [2] it is clear that we have to look for repre- 
sentable matroids that satisfy the conditions of Definition [13] 
to obtain networks with scalar network-error correcting codes. 
However, it is not clear how to obtain or construct such ma- 
troids. In this section, we propose algorithms for constructing 
such matroids along with their corresponding networks, such 
that these networks are matroidal error correcting networks 
associated with those matroids. 

Each such matroidal error correcting network is obtained 
by constructing a series of networks and a corresponding 
series of matroids associated with which the networks are 
matroidal network-error correcting. The series of networks are 
constructed using the following types of nodes. 

• Forwarding nodes (which have a single incoming edge 
and multiple outgoing edges), denoted by Vf w d- 

• Network coding nodes (which combine information from 
several incoming edges from the forwarding nodes). 

If the series of matroids constructed are representable ma- 
troids, then the networks constructed are obtained along with 
scalar linear network-error correcting codes that satisfy the 
sink demands successfully. 

Let IniVfwd) be the set of the incoming edges of the 
forwarding nodes Vf w d- In a network with coding nodes and 
forwarding nodes, it is sufficient to consider error patterns 
that are subsets of In(Vf w d) to define the error correcting 



capability of the network, rather than subsets of all the edges in 
the network. If errors corresponding to such error patterns are 
correctable, then other errors are also correctable, as symbols 
flowing through edges other than In(Vf w d) are only copies of 
symbols flowing through In(Vf w d). Therefore it is sufficient 
to construct a matroid Ai with £ = In(Vf w d) that satisfies 
the conditions in Definition [131 

The construction algorithms will generate a network defined 
by the following parameters that are to be given as inputs to 
the algorithms, if such a network does exist. 

• Number of information symbols (n): For multicast, this 
represents the number of information symbols generated 
by a single source s. For the multiple-unicast case, this 
represents the number of non-collocated sources present 
in the network, each generating one information symbol. 

• Number of correctable network-errors (a): This fixes the 
number of outgoing edges from the source(s). For the 
multicast case, the number of outgoing edges from the 
source is fixed as N = n + 2a. For multiple-unicast, the 
number of outgoing edges from each source is fixed as 
l + 2a. 

• Number of network-coding nodes (Nc)' At each iteration 
in our algorithm, one network-coding node and one 
forwarding node will be added to the network, and a 
corresponding matroid constructed associated with which 
the extended network will be a matroidal error correcting 
network. The algorithm will run until Nc forwarding 
nodes have been added. 

• Number of multicast sinks (\T\): This value indicates the 
number of sinks to which the information symbols is to be 
multicast. For the multiple-unicast case, we assume that 
the number of sinks is equal to the number of sources 
(i.e. messages). 

We now prove some simple lemmas which are necessary 
for the completeness of the description of our algorithms. 

Lemma 3: Let Af be a series extension of the matroid A4 = 
Af/e 2 at e%, i.e., Af = M + s ei e 2 . Let C be a circuit of M 
containing e\, then C U e 2 is a circuit of Af. 

Proof: As C € C(M), E(M) - C is a hyperplane of 
A4* not containing e\. To prove C U e 2 € C(Af), we prove 
that E(Af) - C U e 2 = E(M) - C is a hyperplane (obviously 
not containing e\ or e 2 ) in Af* also. 

Note that Af* is a parallel extension of Ai* . In a parallel 
extension Af* of M* , the rank of any subset X C E(M*) 
does not change in the extension. Therefore rj\f*(E(A4) — 
C) = r M * (E(Ai) - C) = r M * - 1 = r N . - 1. 

Now all that we have to prove is that E(Ai) — C is a flat in 
Af* also. Suppose not, then we must have that dw* (E(A4) — 
C) = E(Af*). Thus, as ei £ (E(M) - C), there should be a 
circuit C such that C C (E(M) - C) U e 1: with e x e C . 
But then this means C € C(Ai*) also, which implies that 
e x € d M *(E(M) - C) = E(M) - C. But this is not the 
case. Hence E(Ai) — C is a flat, and hence a hyperplane, in 
TV*. Therefore C U e 2 = (E(Af) - (E(M) — C)) G C(Af). 
This proves the lemma. ■ 

Lemma 4: Let 



A = ( A 1 A 2 



A 



N 
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be a n x N matrix over F, where A> denotes the j th column of 
A. For some 1 < i < n, let A 1 be a non-zero column of A such 
that A* e cols (A^'- ^- 1 ) . Let B be the (n+1) x (AT+1) 
matrix 

/ A 1 A 2 ... A 1 - 1 A 1 A l+1 ... A N \ 
^ ... 1 .... 1 ) 

where £ F". Then the vector matroid associated with B, 
A4[B], is a series extension of the vector matroid associated 
with A, M[A] at i, i.e., M[B] = M[A] +| {N + 1} . 

Proof: Because A 1 6 coZs (A^ 1 '-"'^ -1 ) , we must 
have e co^s (B* 1 - Also from the 

form of B, we have B l (£ cols ^^- • N ^ 1 ) . Thus, 
{1, 2, .., N + 1} — {ijA^ + l} of columns forms a hyper- 
plane of .M[-B]. Therefore, {i,N + l} is a circuit in 
M[B}*. Also, as .M[-B]/{AT + 1} = M[A], we must have 
.M[B]*\{A r + 1} = M[A}*. Thus is a parallel 

extension of i.e., M[B}* = M[A}* +£ {iV + 1} . 

Hence M[B] = M[A] +| + 1} , i.e., is a series 

extension of .M[A]. This proves the lemma. ■ 
Lemma 5: Let A be a n x N matrix over F. For some 
1 < i < n, let A 1 be a non-zero column of A. Let B be the 
n x (N + 1) matrix 

( A 1 A 2 ... A N A 1 ) . 

Then, M[B] = M[A] + p i {N + 1} , i.e., M[B] is a parallel 
extension of the vector matroid associated with A. 

Proof: Clearly M[B]\{N + 1} = M[A] = M. More- 
over, in M[B], the (N + l) th column of B is equal to the 
i th column, thus {i, N + 1} e C(.M[.B]). Thus, by definition, 
7V4[B] = M[A] +\ {N + 1}, the parallel extension of M[A] 
at i. This proves the lemma. ■ 

A. Multicast Construction 

In this subsection, we present our algorithm for constructing 
acyclic single source networks which multicast n symbols to 
a given set of sinks T in the presence of a network-errors. 
We also assume that the number of network coding nodes in 
the network to be constructed is given as Nq. 

Before we describe our algorithm, we present a short sketch 
of the algorithm for the case of networks with scalar linear 
network-error correcting codes (or equivalently a representable 
matroid with the properties given by Theorem [2]). 

• Start with a initial trivial network with |T| sinks for 
which a scalar linear a network-error correcting code 
which multicasts n information symbols to all the sinks 
is readily available. Such a network can be easily defined 
using a suitable classical MDS code. 

• Randomly choose a subset of the nodes in this initial 
network and create a new network coding node and an 
associated forwarding node. 

• For an appropriate subset of sinks, update the incoming 
edges to the sinks so that they receive coded symbols 
from this new forwarding node. 

• Choose an appropriate linear combination to combine the 
symbols from the chosen subset of nodes at the new 
coding node, such that the error correction capabilities 



are maintained at the sinks. If such a linear combination 
exists and is found, then the network and the network 
error correcting code are updated with the new nodes and 
the associated network coding coefficients. Otherwise, the 
previous two steps are repeated until such a combination 
can be found for some randomly chosen subset of the 
existing network nodes. 
• With the newly updated network, we repeat the previous 
three steps until Nc nodes have been added. Such a 
resultant network, if it exists, will then satisfy the given 
specifications. 

We shall now present our algorithm for constructing 
multicast matroidal error correcting networks, which can 
be viewed as the matroidal generalization of the above 
algorithm sketch. Thus, the details of the functionality of the 
above algorithm sketch, such as the method of updating the 
incoming edges to the sinks, field size issues which govern 
the possibility of adding new network coding nodes and the 
existence of suitable global encoding vectors, etc., can be 
inferred through the description of our algorithm (restricted to 
the special case of representable matroids) and the discussion 
that follows. Throughout the remainder of this section we will 
assume that a matroid remains unchanged when its elements 
are reordered according to some permutation, as this implies 
only a relabelling of the matroid elements. 

Step 1: Initializing the network: 

The network Q is initialized by creating a source node s and 
a collection of sink nodes T. Create a set of A^ = n + 2a 
forwarding nodes, each with one incoming edge from source 
s. Let these incoming edges be ei, ejy. 

For each sink t, create A^ temporary incoming edges In(t) 
originating from the N forwarding nodes. Because it is 
sufficient to consider error patterns on the incoming edges 
at the forwarding nodes, we abuse our notation to say that 
In(t) — {ei, ...,ejv} = £, V t E T . This initialized network 
is represented in Fig. [T] 

Step 2: Initializing the matroid 

We now obtain a matroid A4 such that the network Q is 
a matroidal a error correcting network with respect to this 
matroid A4. Towards that end, we consider the uniform 
matroid U n ^N- This corresponds to the vector matroid of 
a generator matrix of a A^-length MDS code which has 
minimum distance 2a + 1. Let U represent a n x N matrix 
of the form 

U = (I n A) 

the vector matroid of which is U n .N- 

Add n parallel elements to each of the first n elements of 
U„ t N- Let the resultant matroid be U' nN . By Lemma |5j a 
representation of this matroid is then the matrix 

U' = (I n I n A). 

Now corresponding to each of the last A^ elements of U' n N , 
add A^ elements in series. Let U 1 ' N be the resultant matroid. 
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Fig. 1. The initialization of the multicast network 



By Lemma |4j a representation of this matroid is 



U" = 




(12) 



X), where 



12) 



where N = \£\. Thus U" is of the form (I n +\e\ 
X is the appropriate (n + \£\) x \£\ matrix in 

Let Ai = U^ N . Consider the initialized network Q with 
edges £ — {ei, e%, eigi } and with the same £ being the 
incoming edges (abusing the notation) at all sinks. Let 



/ : £ U n -> E(M) 

be a function such that 

• /(e,) = n + |£|+i, i = l,2,...,iV. 

• /(^i) = h m% € i=l,2, ..,n. 

Let i? = {&i,&2, ")&n+|£|} be the first n + |£| elements of 
AL Then, it is easily seen that with this assignment / to fiL>£ , 
and basis B, the network Q is a matroidal a error correcting 
network in association with Ai, as C/„jv corresponds to the 
vector matroid of a generator matrix of a TV-length MDS code 
with minimum distance 2a + 1. 

In the forthcoming steps, both the network Q and the 
matroid Ai are together made to evolve so as to preserve the 
matroidal nature of Q in association with Ai. 



Step 3: Extending the network 

Let Gtemp Qi Aitemp — -M-i ^terap — B, &temp & i 

Xtemp = X, In temp (t) = In(t), V t e T. Let 
ftemp ■ £tem P U fi -> £(M tem p) be the function defined as 

ftemp(a) = /(o),V0 € /i U ffemp. 

Choose a random subset £c C £% emv of size at least 2. 
Add a new coding node to Gtemp having incoming edges 
from the forwarding nodes whose incoming edges correspond 
to those in £c- Add a new forwarding node, which has an 
incoming edge denoted as e\s tcmp \+i coming from the newly 
added coding node. 



Let Gtemp be updated by adding these two new nodes to 
the node set, and with £ temp = £tem P U e\ £temp \ +1 . 

Step 4: Extending the matroid 

Let cl be the closure operator in Aitemp- Let K, be a modular 
cut which contains cl(ft em p(£c)) but does not contain 
cl (Btemp — /temp (a*)) • If suc h a modular cut does not 
exist, the algorithm goes back to Step 3 and proceeds with 
a different choice for £c- If such a modular cut does not 
exist for any choice of £c, then the algorithm ends without 
producing the appropriate output network. 

Let r being the rank function in Ai temp + K %, the single- 
element extension of Ai temp corresponding to the modular cut 
/C. Then, in the matroid Aitemp + K x , the set ftem P (£c) U 
x contains a circuit with x, as r(cl(f te mp(£c)) U at) = 
r(cl(f t emp(£c))) by definition of a single-element extension. 
Thus, if Aitemp +ic ^ is a representable extension, it has a 
representation of the form 

( J n+|£W P | <*" aO, 
over some finite field such that the following hold. 

• The submatrix A"' is such that the matrix (I n +\£ tern | <^') 
is also a representation for -Mt emp , as 

(Aitemp ~t~ ^)\^ Aitemp- 

• The vector a? is a column vector of size n + |£ tempi an( I 
can be obtained as a linear combination of the column 
vectors of X' corresponding to ftemp(£c)- 

• Moreover, the first n components of x are not 
all zero because x £ cl (B temp - f temp (n)) , as 

cl (Btemp — ftemp(n)) f 

Add element y in series with element x to get the matroid 
(Aitemp + K x) + s x y. Again, if Aitemp + K x is representable, 
then by Lemma |4] so is (Aitemp + K x) + s x y, with the 
corresponding representation 

I X' X \ 



-\£t. mp \ 




1 1 



where the 0s represent zero row and column vectors of 
the appropriate sizes. The column corresponding to the new 

element y is then f *j* 

Now the updates to the temporary variables are made as 
follows. 

• -Mtemp = (M-temp + K x ) + x IJ- 

• B temp = B temp lib n+ \ £temp \ + i, where &„+|£ temp |+i = y. 

• ftemp(e\S temp \ + l) = X € E(Aitemp)- 

fX' x 

. If Aitemp is representable, let X temp = I 

5icp 5: Updating the incoming edges at the sinks 

For each sink t, we update the set In temp (t) at most once as 
follows. 

• For some e, € Int em p(t), if there is some circuit C ei C 
(ftemp(£c) UxLiy) such that (a; U / ieTOp (e i ) C C ej ) , 
then let In te mp(t) = (In te mp(t) - e,) U e| £temp | +1 . 

The update is based on the rationale that if the flow on ei 
has been encoded into the flow in the newly added edge 
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e\e tem |+i, then in any sink which has a as an incoming 
edge, the edge can be replaced by e\£ tem in the set 
of incoming edges. An example instance of the extended 
network (from Fig. [TJ, along with the updated incoming 
edges at the sinks is shown in Fig. [2] 



nodes, then all the concerned variables are updated, i.e., 




Fig. 2. Example of an extension of the network in Fig. [T] with Sc 
{ei,62} • The newly added nodes and edges are indicated in blue. 



Step 6: Checking the conditions of Definition [73] 

The matroid Ai t emp along with function ftemp and basis 



B, 



temp 



satisfies the conditions (A) and (B) of Definition 13 



with respect to the network Gtemp for the following reasons. 

• Condition (A) is satisfied because ftemp(fJ-) = 

{b\, 62, •■•) b n } £ Bfemp- 

• Condition (Bl) is satisfied because ftemp{e\£ tcmp \+i) — 

X ^ d (Btemp - ftemp(^)) , as cl (Btemp ~ ftemp{^)) ^ 



The fact that Ai 



temp 



is the series extension of the 



matroid Ait emp /y at x, and by Lemma [3] we have 
that x € cl{fte m p(£c) U y) but x <£ cl(j temp {£ G )) , 
cl being the closure operator in the updated matroid 
M-temp- Thus it is seen that Condition (B2) is satisfied 

as /temp(e|5 temp |+i) = x and y = b n+ \ £tcmp]+1 . 



Condition (C) of Definition 13 is not ensured by Step 4 and 
therefore has to be checked independently. Suppose Aitemp is 
representable before extension, and we also wish to obtain a 
representable extension. Then, using the techniques of fTO)- 
fT3l , we can find a suitable extension of the initial matroid 
such that the updated Aitemp is a representable matroid that 
maintains Condition (C). In other words, the vector x may be 
designed such that the error correcting capability of the scalar 
linear network error correcting code is maintained. 

However in general, Aitemp need not be representable. 
Therefore we simply check Condition (C) by brute-force. If 
Condition (C) does not hold, then the algorithm returns to Step 
4 to search for an extension of the matroid which satisfies all 
the conditions of Definition Qj] 

If Condition (C) of Definition [13] holds for all sinks and 
for all error patterns on the incoming edges of the forwarding 



. £ = £ 



temp ■ 



• Q Gtejnp- 

. In(t) = In te mp(t), V t e T. 

. M = Mtemp- 

• IS = JStemp- 

. /(a) = ftemp(a) Va e (i U £. 

• If Aitemp is representable, let X — X te mp- Thus the 
matroid Ai is again the vector matroid of the matrix of 
the form (J n+ | £ | X). 

If Nc network coding nodes have already been added, then 
the algorithm ends with the output of all the above variables. 
Otherwise, the algorithm returns back to Step 3, to find a 
new extension to the graph and the matroid. Note that as the 
network Q is maintained to be a matroidal error correcting 
network over the matroid Ai at each addition of a coding 
node, the resultant network after the final extension is also 
a matroidal error correcting network in association with the 
matroid Ai. If Ai is a representable matroid, then a scalar 
linear network-error correcting code is obtained according to 
Theorem [2] Moreover, as the number of incoming edge at the 
sink is maintained to be n + 2a = N, such a scalar linear 
network-error correcting code satisfies the network Singleton 
bound as given in |10|. 



B. Multiple -Unicast Construction 

We now present a similar algorithm as that of multicast for 
the construction of multiple-unicast network instances. As this 
algorithm follows the same pattern as that of the multicast 
algorithm, we only point out the differences between the two. 

Step 1: Initializing the multiple-unicast network 

The network is initialized by creating n source nodes (each of 
which generate one message), and 1 + 2a forwarding nodes 
corresponding to each source node, each with one incoming 
edge from the corresponding source. Let these edges be 
{ei, e2, e„(i +2 a)} =£. Let T be the collection of n sink 
nodes created. 

For the sink ^ which demands the message from source 
Si, 1 + 2a imaginary incoming edges are drawn from the 
forwarding nodes corresponding to that particular source. 
Again, we abuse our notation and denote by In(ti) the 
incoming edges of these forwarding nodes. This initialized 
network is represented in Fig. [3] 

Step 2: Initializing the matroid 

As before, we obtain a matroid Ai such that the network 
Q is a matroidal a error correcting network with respect to 
this matroid Ai. Consider the vector matroid A4[A] of the 
n x n(l + 2a) matrix 

/ ll+2a 0i_|_2a ••• 0i_|_2ct \ 



A = 







l+2c* 



ll- 



2a 







l+2ct 



\ 0!_|_2a 1 _|_ 2a ... ll+2ct / 

where li-|_2a and 0i_|_2o; represent the all-ones and all-zeros 
row vectors of size 1 + 2a over some finite field. 
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n(1+2a) 




Fig. 3. Initial network of the multiple-unicast algorithm 



We add n parallel elements to the all the elements of M. [A] 
with column indices of the form i(l+2a) + l, i = 0, 1, .., (n — 
1). We obtain series extensions of the resultant matroid by 
adding elements in series to all the elements corresponding to 
the columns of matrix A. Then using Lemma [4] and Lemma [5] 
it can be seen that we have the matroid whose representation 
is of the form 



y 



In 








.4 



n(l+2a) In(l+2a) 



(In+\£\ X), 



where \£\ = n(l + 2a), and the Os represent zero matrices of 
appropriate sizes. Let Ai be the vector matroid of this matrix 

y. 

Let B = {1, 2, 3, n + \£ |} be the basis of A4 considered. 
Let / : £ U fj, — > E(A4) be the function defined as follows. 

f(m t ) = i, mi G fi,i = 1, 2, ...,n. 
f(ei)=n+\£\+i, V e t e£. 

Then it can be seen that this matroid M. with the basis B 



and function / satisfy the conditions of Definition 13 as each 
source is simply employing a repetition code of length 1 + 2a. 

Step 3 and Step 4 are the same as the multicast construction. 
Therefore we proceed to Step 5. 

Step 5: Updating the incoming edges at the sinks 
In multiple-unicast (or more generally, in the networks with 
arbitrary demands), there arises the issue of interference from 
other undesired source symbols with the desired symbols 
at any sink, thereby necessitating the presence of side 
information besides the sufficient error correction capability 
in order to decode correctly. Therefore, unlike the multicast 
case, simply replacing the encoded edge with the newly 
formed edge will not suffice to update In te mp(t), as the 
newly formed edge can include additional interference not 
present in the encoded edge. 

The following procedure is therefore adopted to update the 
incoming edges at each of the sinks. 

1) This is the same as in multicast and done at most once for 
a sink. For some e In temp (t), if there is some circuit 

C El C ftem P {£c) UiUi/ such that x U f te mp(ei) Q C e% , 



such ei exists, there is no need to update Int em p(t) and 
this entire step can be skipped. 
2) Let ei be the element that is replaced in In te mp{t)- Let 
Cj £ £temp such that the following conditions hold. 

. ej £ In tem p{t) but ftemp(ej) € {C Cl - ftemp(ei)) 

r M tcmp (/ (ln t em P (t) - e\ £ \+i) U f(ej)) 

> r M t<!mp (/ (In temp (t) - e [etemp[+1 )) , 

This means that the flow in ej has been encoded as 
additional new interference into the flow in the newly 
added edge e|s tem thus creating the necessity of 
additional side information at the sink t to cancel 
out this interfering flow. We thus update In tem p{t) as 
Intemp(t) = Intemp(t) U e j . Thus for each ej such that 
the above two conditions hold at sink t, ej is included in 
Intemp(t) so that sufficient side information is available 
at the sink to decouple any newly introduced interference 
and decode the necessary information. This is also to be 
repeated at each sink. 

An example instance of an extension of the network of Fig. 

[3] along with the updated incoming edges at the sinks is 

shown in Fig. |4] 



n(1+2a) 




then let In te mp(t) = (In temp (t) - e,-) U e\ St , 



» P |+i 



If no 



Fig. 4. Example of an extension of the network in Fig. [3] The newly added 
nodes and edges are indicated in blue. 



Step 6 is the same as that of the multicast construction, 
therefore we don't elaborate further. As in the multicast 
construction, at each step the matroidal property of the 
network is preserved, thus the output of the algorithm is a 
matroidal error correcting network which unicasts the set of 
messages in the presence of at most a network-errors. 

VI. Examples 

In this section, we present some examples of networks 
with scalar network-error correcting codes to illustrate our 
construction algorithms. Each example shown in this section 
is obtained by running an instance of the corresponding 
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Fig. 5. A network with a 1 network-error correcting code multicasting 5 
information symbols 

algorithm fixing the number of messages (n), error correcting 
capability (a), number of coding nodes to be added (Nc), 
number of sinks |T|(necessary for multicast) and the finite 
field used. Furthermore, for ease of computation, we also 
fix the number of edges whose symbols are to be encoded 
at any iteration in the construction algorithm to the new 
network coding node, i.e., \£c\ is fixed. These examples are 
obtained by randomly picking existing forwarding nodes at 
any iteration in the algorithm to combine their information 
flows, and then checking if the resultant network code (or 
the equivalent matroid) satisfies the necessary properties. The 
MATLAB codes that generate these examples will be provided 
by the authors on request. 

A. Multicast 

Fig.|5]and Fig.[7]show two multicast networks with different 
error correcting capabilities. Table [I] shows all the relevant 
parameters using which the algorithm designs the networks 
and the linear network coding coefficients obtained as outputs 
of the algorithm. The modulo polynomials of the fields Fg 
and Fi6 used here are x 3 + x + 1 and x A + x + 1 respectively. 
The global encoding vectors of the N outgoing edges from 
the source in each network correspond to the columns of a 
generator matrix of an MDS code over the respective fields 
with minimum distance 2a + 1 and length N = n + 2a. The 
values in the last column of Table [I] represent the particular 
linear combination using which the information flows from 
the existing forwarding nodes (specified by the last but second 
column) are combined at the new network-coding node formed 
(indicated by the last but one column). These linear encoding 
coefficients are represented by the decimal equivalents of 




Fig. 6. A network with a 1 network-error correcting 3-unicast code 

the polynomial representations of the respective finite field 
elements. Also in Fig. [7] the direct links from the source to the 
sinks are indicated by incoming edges from the corresponding 
duplicate nodes (which are unconnected to the rest of the 
network). 

B. Multiple -Unicast 

Fig. [6] and Fig. [8] show two multiple-unicast networks, the 
relevant parameters of which are shown in Table [n] The i th 
sink demands the information symbol generated by the i th 
source. Each source employs a repetition code of length 2a+l 
on its outgoing edges. The modulo polynomials of the fields 
F4 and Fg are x 2 + x + 1 and x 3 + x + 1 respectively. 
As in Table [I] the values in the last column of Table [TT| 
represent the decimal equivalents of the field elements in their 
polynomial representation. The direct links from the different 
sources to the sinks are indicated by incoming edges from the 
corresponding duplicate nodes. 

VII. Discussion 

The matroidal connections to network-error correction have 
been analysed in this paper. It was shown that networks with 
scalar network-error correcting codes correspond to repre- 
sentable matroids with certain special properties. Exploiting 
this analogy, we were able to present algorithms which can 
construct matroidal error correcting networks. By restricting 
ourselves to the class of representable matroids, we can 
therefore obtain a large number of networks with scalar linear 
network-error correcting codes, some of which were presented 
as examples. Further restricting ourselves to the matroids 
which are representable over particular fields, we can obtain 
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TABLE I 
Multicast examples 



Network 


71 


OL 


IV c 


IP 


"T 

1 ' 1 


r nine 

C n lJ llf , n J /"flTA 

1161a used (Jr ) 


Nodes used to form 
new coding node 
(see figure) 


New forwarding 
node formed 
(see figure) 


F linear combination 
of nodes of column 7 
used to form new node 
















(1,4,5) 


8 


(1,3,5) 


c 

3 


1 


A 

4 


J 


1 
J 


it* S 


(6,7,8) 


n 

y 


/1 1 A \ 

(1.1.4) 














(1,3,5) 


10 


(1,6,5) 
















/on i n\ 

(z,y,iu) 


1 1 

1 1 


(1,1,4) 
















(4,8) 


10 


(1,2) 
















(6,10) 


n 


(1,5) 
















(1,11) 


12 


(1,9) 


Fig. [7] 














(5,7) 


13 


(1,2) 


3 


3 


10 


2 


3 


Fie 


(3,8) 


14 


(1,3) 














(2,12) 


15 


(1,8) 
















(7,9) 


16 


(1,13) 
















(13,16) 


17 


(1,1) 
















(15,17) 


18 


(1,2) 
















(14,18) 


19 


(1,1) 



TABLE II 
MULTIPLE-UNICAST EXAMPLES 



Network 


n 


a 


N c 


\£c\ 


Finite 
field used (F) 


Nodes used to form 
new coding node 
(see figure) 


New forwarding 
node formed 
(see figure) 


F linear combination 
of nodes of column 6 
used to form new node 














(5,7) 


10 


(1,2) 














(1,4) 


11 


(1,2) 


Fig. [6] 
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2 
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Fig. [8] 
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(13,27) 


38 


(1,2) 














(20,25) 


39 


(1,6) 














(33,38) 


40 


(1,6) 



a research grant and partly by the LNAE Chair Professorship 
grant to B. S. Raj an. 



References 

[1] R. Ahlswede, N. Cai, R. Li and R. Yeung, "Network Information 
Flow", IEEE Transactions on Information Theory, vol.46, no. 4, July 
2000, pp. 1204-1216. 

[2] N. Cai, R. Li and R. Yeung, "Linear Network Coding", IEEE Trans- 
actions on Information Theory, vol. 49, no. 2, Feb. 2003, pp. 371-381. 

[3] R. Koetter and M. Medard, "An Algebraic Approach to Network 
Coding", IEEE/ ACM Transactions on Networking, vol. 11, no. 5, Oct. 
2003, pp. 782-795. 

[4] S. Jaggi, P. Sanders, P.A. Chou, M. Effros, S. Egner, K. Jain and 
L.M.G.M. Tolhuizen, "Polynomial time algorithms for multicast net- 
work code construction", IEEE Trans. Inf. Theory, vol. 51, no. 6, June 
2005, pp.1973-1982. 

[5] R. Dougherty, C. Freiling, and K. Zeger, "Networks, Matroids, and 
Non-Shannon Information Inequalities", IEEE Transactions on Infor- 
mation Theory, Vol. 53, No. 6, June 2007. 



networks which have scalar linear network-error correcting 
codes over those particular fields. This may facilitate some 
intuition towards finding the minimum field size requirement 
for scalar network-error correcting codes to exist, which is 
known to be a hard problem. 

It is known 1 15 1 that characterising all possible modular cuts 
of a matroid, and therefore all possible extensions of a matroid 
is in general a difficult task. Moreover, we require extensions 
which satisfy certain constraints for the resultant network to 
be matroidal, and have to satisfy even more constraints if they 
have to be associated with representable matroids. Characteris- 
ing such extensions could be a particularly rewarding exercise. 

Acknowledgment 

This work was supported partly by the DRDO-IISc program 
on Advanced Research in Mathematical Engineering through 



15 



[6] A. Kim and M. Medard, "Scalar-linear Solvability of Matroidal 

Networks Associated with Representable Matroids", Available on 

arXiv: 1004.0727/1 [cs.IT], April, 2010. 
[7] S. El Rouayheb, A. Sprintson, and C. Georghiades, "A new construction 

method for networks from matroids," ISIT 2009, June 28 - July 2009, 

pp. 2872-2876. 

[8] R. Dougherty, C. Freiling, and K. Zeger, "Linear Network Codes and 
Systems of Polynomial Equations", ISIT 2008, Toronto, Canada, July 
6-11, pp.1838 - 1842. 
[9] Q. Sun, S. T. Ho, S.Y.R. Li, "On Network Matroids and Linear Network 
Codes", ISIT 2008, Toronto, Canada, July 6-11, 2008, pp. 1833-1837. 

[10] R.W. Yeung and N. Cai, "Network error correction, part 1 and part 2", 
Comm. in Inform, and Systems, vol. 6, 2006, pp. 19-36. 

[11] Z. Zhang, "Linear network-error Correction Codes in Packet Net- 
works", IEEE Transactions on Information Theory, vol. 54, no. 1, Jan. 
2008, pp. 209-218. 

[12] R. Matsumoto, "Construction Algorithm for Network Error-Correcting 
Codes Attaining the Singleton Bound", IEICE Trans. Fundamentals, 
Vol. E90-A, No. 9, September 2007, pp. 1729-1735. 

[13] S. Yang and R.W. Yeung, "Construction of Linear Network Codes that 
achieve a Refined Singleton Bound", ISIT2007, Nice, France, June 24- 
29, 2007, pp. 1576-1580. 

[14] S. Vyetrenko, T. Ho, M. Effros, J. Kliewer, E. Erez, "Rate regions 
for Coherent and Noncoherent Multisource Network Error Correction", 
Proceedings of ISIT 2009, Seoul, Korea, June 28 - July 3, pp. 1001- 
1005. 

[15] J. G. Oxley, "Matroid Theory", Oxford University Press, 1992. 



Fig. 7. A network with a 3 network-error correcting code multicasting 3 information symbols 




Fig. 8. A network with a 2 network-error correcting 5-unicast code 



